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COVID-19 Created New Cyber Landscape

New Networks, Uncertain Conditions
Services Shifting Online
Telehealth

Modified Business Relationships to Address
Remote Operations
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Opportunities For Exploitation

* FBI has been receiving 3,000-4,000
cybersecurity complaints each day,
up 300%

« COVID-19 Related Phishing

« Ransomware is an Existential Threat

* Business E-mail Compromise

Wana Decrypt0r 20 x|
Qoops, your files have been encrypted!

‘What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your filas without

our decryption service.

Payment will be raised on B Can 1 Recover M}" Files?

SME201T 00:AT:55 Sure. We guarantee that you can recover all your files safely and easily. But you have

not so enough tima.

Time Left 'You can decrypt some of your files for free. Try now by clicking <Decrypt=>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on
S How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,

click <How to buy bitcoinss.

And send the correct amount to the address specified in this window.

ayment, click <Check Payment>. Best time to check: 9:00am - 11:00am

i s

SI20M2MT (0:47:55

Time Left

Send $300 werth of bitcoin to this address:

] 1219Y DPgwueZSNyMgw519pTAABIsjré SMw
Hows 15 busy bilon
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Targeted Industries
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Challenges in a Remote Environment

Confidentiality of Information

» Breaches (electronic and paper)
 Webinars

+ Telehealth

Uncertain Enforcement Post COVID-19
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Challenges in a Remote Environment (Cont.)
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Availability and Integrity of Information

Interruption of Services
Exploitation of Connected Devices
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Video: Home Security Camera Crisis

NEW THIS MORNING

HOME SECURITY CAMERA CRISIS?
| NEW WAVE OF HACK ATTACKS SPARK GROWING CONCERNS

https://abcnews.go.com/GMA/News /video/terrifying-video-familys-hacked-ring-camera-system-67704081
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https://abcnews.go.com/GMA/News/video/terrifying-video-familys-hacked-ring-camera-system-67704081

Battling the Pandemic

Tension Between Public Health and Privacy
« Employer Health Questionnaires

» Contact Tracing Apps

» Patchwork of Privacy Laws
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Practical Actions To Protect Your Organization

Layered Defense

Training: People are the Weakest Link

Up-to-Date Incident Response Plan

Cyber Incident Exercises

Review Terms of Insurance Policy
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Practical Actions To Protect Yourself

» Use two-factor authentication (2FA)

* Regularly change passwords, and consider a
password manager

« Don't leave yourself logged into devices that
others (especially kids) have access to

« Regularly visit and monitor your accounts,
especially financial accounts

» Use extra diligence before clicking or opening
any files, even from work
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CLE Form: https://lwww.surveymonkey.com/r/D6D8XRX
CLE Code: 619321
Feedback: alumni@omm.com
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